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Assignment 4 - Database Attacks and Defense 

 

 (Task # 1)  

 Take a screenshot of the outcome after the injection. You must see the Logout button.  

 
 

 (Task # 2) 

1. Task 2A: Explain the constructed query (like in Task 1 example) that is passed on to SQL Server? 

Refer to the class slides for ideas. Refer to the class slides for ideas.  

The constructed query is a batched query, where two independent SQL commands are run on the 

database. The first one is the original one for logging in, which we escape with the single quote. The 

semicolon afterwards denotes a batched query, and a separate command is ran that inserts a new 

username and associated password into the login table. 

 

2. Task 2B: Go to the SQL Server and confirm that the account (‘user300’, ‘orange’) is indeed 

created in the login table. Provide a screenshot of the records in the table.  
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 (Task 3)  

1. Task 3A: Enter an injection that creates the database “DerbyDB”. Report 1) the injection, and 2) 

the screenshot of the database created on SQL Server.   
a. admin';CREATE DATABASE DerbyDB;-- 

b.  

 

2. Task 3B: Enter an injection that creates the “EmpTable”. Make EmpTable have only one column 

named name whose data type is varchar(30). Report 1) the injection, and 2) the screenshot of the 

table created in SQL Server. You need to locate the table.  
a. admin'; CREATE TABLE EmpTable (name VARCHAR(30));-- 

b.  

 

 (Task 4) Using xp_cmdshell 

 Go to the directory C:\Users\Public\ on Windows Server and locate ipconfig.txt file. Open the file 

and take a screenshot of its content.  
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 (Task 5) Using xp_cmdshell 

 Take a screenshot of Task manager that is running ping.exe. If the ping process disappears quickly, 

increase the counter ‘n’. If you cannot capture the screen, just report it after confirming that the 

injection worked.  
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