Lab — SID

This is worth 10 points and due tonight.
Follow the usual naming convention.

Please zoom in your screenshots.

Task 1: Getting SID, SAT on Windows

Obtain the SID of the current login with WMIC command. Attach a screenshot for the SID and
highlight it in red/yellow.

S-1-5-21-646919476-1537115703-3374233482-500
_—,—,.e—

Administrator: Command Prompt

tion.

All rights res

mic useraccount get name.,

Obtain the SID of the current login in the Registry. Attach a screenshot for the SID and highlight it in
red/yellow.

S-1-5-21-646919476-1537115703-3374233482-500

Ports @e| ProfileAttempte... REG_DWORD
b- 4 Print 24 ProfileAttempte... REG_DWORD
4- 4 ProfileList ab|ProfilelmagePath REG_EXPAND_SZ
5-1-5-18 %% ProfileLoadTime... REG_DWORD
213;3 %) ProfileLoadTime... REG_DWORD
$-1-5-21-646010476-1537115703-3374233482-500 SEACoN s
S-1-5-80-1549978933-2891762758-2075524219- 3728768389- 1145206490 EdRunlogonScript.. REG.DWORD
§-1-5-80-1625532266-625503396-2441596095-4129757946-3375356652 B|Sid REG_BINARY
§-1-5-80-2652535364-2169709536-2857650723-2622804123- 1107741775 %] State REG_DWORD
§-1-5-80-2872255330-672591203-888007865-2791174282-1554802921
5-1-5-80-2885764129-B87777008-271615777-1616004480-2722851051
§-1-5-80-3263513310-3392720605-1798839546-683002060- 3227631582

Task 2: Getting SID on SQL Server

Get the SID of the account you used for SQL Server login.
A. SID:

0x01050000000000051500000034358F2637869E5B8AB71EC9F4010000
S-1-5-21-646919476-1537115703-3374233482-500
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#4MS_SOLAuthentcatorCenificatesftt 103
#5MS_PokicySigningCenificatets 105
&5MS_SmobxendedSigningCenificate®® 106
£5MS_PoleyTsgiExecutonLoginds 257
{ WIN-7COBBDHNITT\Administrator 259
NT SERVICELSQL Writer 260
NT SERVICEWinmgmt 261
NT Service'MSSOLSERVER 262
NT AUTHORITY\SYSTEM 263
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0010600 000003010000008ASSBEE0CEBSDSABFFSEBOADBOE29SSABERTES83
0xBSBA3F49077DF 14C85D37EBBETCASFEF
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B. What is the role of the function “fn_SIDToString” in the above?

Converts a SID stored in Hexadecimel format to a string format that starts
with “s-“

C. Compare the SID from SQL Server for the administrator login with that from Windows Server for the
administrator. Show the two screenshots. Use the SIDs in a string format (that is, in the S- format, not in
Hex). Are they the same?

The SID of the administrator login from SQL Server (show the S-format)
S-1-5-21-646919476-1537115703-3374233482-500

chu
BELECT SUSER_NAME(), SUSER_SID(), dbo.fn SIDToString(SUSER_SID

110% =~ 4
BH Resuts [;i Messages

{No column name) {No column name)
Cod0105000000000005 1500000034 358F 2637869ESBEABTIE 5-1.5-21-646918476-1537115703-3374233482-500

The SID of the administrator login from Windows Server (show the S-format)
S-1-5-21-646919476-1537115703-3374233482-500
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C:\Windows\system32>

D. SID:
0x1D9618B5B0B551478C929EFCF79A 1688
= /SELECT sid
FROM sys.server_principals
WHERE name ‘SIDTest”
GO
110% ~ 4

EE Results [gj‘i Messages

E. SID:
0xBC2032057878E54EB4F3BCD8BO9E3F6D8




CREATE LOGIN SIDTest WITH PASSWORD = ' Pa$$werd’
GO
-BELECT sid
FROM sys.server_principals
WHERE name 'SIDTest"
GO

% |4

Results Fs‘ﬁ Messages
sd
i015520320573?5554554?3BCD35953F

F. Are the SIDs of login STDTest the same? Describe the reason why they are (not) the same?

They are not the same. A unique SID was assigned when the first SIDTest was created. When that
account was dropped, the unique SID was removed as well. When the second account was created,
Windows assigned a second unique SID to the account, even though the name matches. It is a
separate account with a separate SID.

Task 3: Learn PowerShell Scripting

e Run your script and report the output in a screenshot.

0 g x| 9 B * B8

Untitled1.ps1* X
1 Syea (Get-Date -UFormat "%Y")

Sname Read-Host " What 1s your name

Write-Host " Hello: Sname. This year 1s: Syear "

PS C:\Users\Administrator> Get-ExecutionPolicy
RemoteSigned

dministrator> $year = (Get-Date -UFormat "%Y")
Sname = Re st " What is your name? "
Write-Host : Sname. This year is: Syear "
what is your name? : William Blevins

Hello: William Blevins. This year 1is: 2023

‘Administrator>




