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Homework 4 – Linux Firewall 

 

Task 1. Find IP addresses  

a) Find the IP address of the client and the firewall.   
b) Show the addresses in screenshots.  

 

 

Task 2. Nmap scan  

a) Perform a nmap scan on the client for open ports on the server. Show the output in a screenshot. 
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b) Run wget and report captured packets on wireshark in a screenshot. To capture packets for a new 

command, you need to stop/start capturing without exiting wireshark.  

 
c) Run ssh and report captured packets on wireshark in a screenshot.  
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d) Run telnet and report captured packets on wireshark in a screenshot.  

 

Task 3. Use iptables to limit traffic to the server 

a) Show that ssh traffic is allowed. On the client, run ssh while capturing traffic on the firewall. Report 

these two activities in two screenshots. Explain how you know ssh traffic is allowed.  
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I know ssh traffic is allowed because the client and server are successfully exchanging packets per the 

above wireshark screenshot. The server allows me to attempt to login. The iptables rule specifically 

accepts packets through port 22. 
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b) Show that HTTP traffic is allowed. Report the same as you did for ssh traffic.  

 

 
I know http traffic is allowed because wget to the server receives packets in response per the above 

wireshark screenshot. The iptables rule specifically allows traffic through port 80. 

 

c) Show that telnet traffic is blocked. Report the same as you did for ssh traffic. 
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I know telnet traffic is blocked because the client never receives a response from the server with a telnet 

request. The client just continually tries to connect. Per the wiresharkscreenshot, the client sends a packet 

and a packet is never received back. The iptables rule specifically rejects traffic to the server’s port 23. 

 

d) At the end, perform a nmap scan on the client for open ports on the server. Show the output in a 

screenshot. 

 

Task 4. Open a new service port 

a) Show that wizbang traffic is allowed. On the client, run wizbang while capturing traffic on the 

firewall. Report these two activities in two screenshots. Explain how you know wizbang traffic is 

allowed. 

 

 
I know the wizbang program is allowed through the firewall because the client receives a response from 

the server. Per the wireshark screenshot, packets are sent to and received by the server. The iptables rule 

allows traffic to port 10090 on the server, which is the port wizbang uses. 
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b) At the end, perform a nmap scan on the client for open ports on the server. Show the output in a 

screenshot. 

 


