
1 

 

Response to Injection 2 

 

2. A screenshot for the IP address of the server. 

 
 

 

3. A screenshot that displays the version of the services that are running on the server. 
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1) Show the reverse shell in a screenshot.  

 

 

 
 

 

2) Execute the commands (whoami, id, pwd, and ls) and report the output on a screenshot.  
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1) Show in a screenshot the netcat command you used on the reverse shell and Kali shell 

(terminal).  

 
2) Show the three transferred files on Kali in a screenshot.  

 
 

 

 

 

 

 

 

3) Address the above requirements. 
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Since StegHide only allows one password attempt at a time, we decided to use the tool 

“stegcracker” to pass a password dictionary file to the cover file. This cracked the password and 

gave us the treasure information in a new file. 
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